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The development and adoption of eHealth in low- and middle-income countries has potential to advance the
quality of care in healthcare settings that are challenged by weak infrastructure. Especially in the countries
where HIV rates are high, there is need to implement electronic medical record systems to enhance care and
improve treatment outcomes. Due to the sensitivity of HIV-related information, eHealth applications in HIV
care necessitate the attention and prioritization of data security and privacy. We explored diverse stakeholders’
views on data security and privacy in Malawi’s public HIV care program to expand the understanding of gaps
and opportunities in improving data protections. This work connects data security and privacy goals and
practices with previous work on mobile device usage as well as global best practices for security and privacy
in healthcare settings. A key finding articulated by stakeholders is the importance of establishing strong data
security governance.
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1 INTRODUCTION
The applications of eHealth1 systems offer great promise to optimize the management of patient
health and data, increase collaboration, and improve service delivery and outcomes [47]. In many
low- and middle-income countries (LMICs) where human immunodeficiency virus (HIV) prevalence
is high, eHealth interventions have potential to support health systems in improving monitoring
adherence to antiretroviral therapy (ART), provider decision-making, and management of patient
information [15, 20, 76, 83]. However, this potential has yet to be fulfilled due to well-documented
1We use the term eHealth to refer to digital information systems used in the health system. This includes centralized
management of medical record systems, mobile devices for working with data, as well as national health indicator reporting.
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challenges, including poor infrastructure [69] and weaknesses in management and regulation
[7, 28, 42, 69].
Another critical challenge in expanding eHealth applications is ensuring patient data security

and privacy2. Applications of eHealth, such as electronic medical record (EMR) systems, accumulate
an abundance of sensitive and private information that, if jeopardized, could inflict harm to social
status and social stability [33]. Especially in the domain of HIV care, the protection of health
information requires extreme care and attention, as exposure of data could leave people living with
HIV vulnerable and in the face of stigma or discrimination. Moreover, addressing security and
privacy in digital development is a core principle that allows for the integration of best practices in
technology-enabled programs, such as eHealth [1].

There is an abundance of work in the CSCW literature [23, 39, 49, 60] and beyond [32, 33, 61, 62]
that has brought attention to the importance of addressing security and privacy concerns in eHealth
applications in high income countries (HICs). However, the examination of eHealth security and
privacy in healthcare settings of LMICs remains limited, especially in CSCW.

To address this gap in the literature and with the approval of Malawi’s Ministry of Health (MoH),
we explored how stakeholders of, and key staff within Malawi’s largest public service delivery
partner for HIV-related care, Lighthouse Trust (hereafter referred to as Lighthouse), perceive the
security and privacy of electronic patient data. By investigating diverse stakeholders’ views on data
security and privacy, we expand the understanding of gaps and opportunities in addressing patient
data protections. The impetus of this investigation is a collaboration between Lighthouse and the
MoH that aims to optimize tablet-based data collection, including its data security and privacy
processes, in rural and low connectivity settings. This work is concerned with broader security and
privacy practices and concerns around electronic patient data at Lighthouse healthcare facilities
and the MoH. We explored the following research questions:

• RQ1: How do stakeholders of Malawi’s public-sector HIV care perceive the security of
eHealth systems and implement data protection practices?

• RQ2: What changes or considerations in local or national governance of eHealth systems
could strengthen security and privacy of patient data?

We conducted interviews with stakeholders who collect or manage routine ART data from EMRs
or who inform EMR data policy or practice. Our participants included nurses, data clerks, and IT
officers of Lighthouse as well as data decision makers who require or review data as part of their
ART-related work.

Our findings highlight stakeholders’ commitment to enact data protection practices and to
establish clear and enforced management procedures for standardizing best practices for security
and privacy. With respect to RQ1, stakeholders acknowledged their responsibility to protect
patient confidentiality and implement data protection practices at group and individual levels.
They expressed their keen understanding of the threats to data protection at various levels of
management and stages in the HIV data pipeline and identified room for improvement through
technical, behavioral, and structural measures. With respect to RQ2, stakeholders hoped to see
reforms in device and data management from the facility to national levels. These changes should
include the development of agreements that outline expectations for work at the data collection
level, centralized data management at the national level to enforce the same standards for all service
delivery partners, and consistent updating of data management procedures.
More broadly, we contribute (1) a report on stakeholders’ perceptions towards security and

privacy of patient data in Malawi’s HIV care, (2) an analysis of how stakeholder views and practices
2We refer to “security” as the mechanisms used to protect against threats to patient data protections, and “privacy” as the
right to control how one’s patient data is viewed, shared, and used.
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align with global best practices for security and privacy, and (3) an argument that highlights the
strengths of Malawi’s HIV care program response that prioritizes strong data governance and seeks
to consistently improve data protection practices.

2 BACKGROUND
In 2021, sub-Saharan Africa had approximately 25.6 million people living with HIV [2]. In this
region of Africa, where there is high HIV incidence, countries are increasingly integrating EMR
systems into their healthcare settings. These systems have shown promising results for supporting
comprehensive HIV care [55] through effectively tracking patient outcomes and medical adherence,
delivering laboratory results to clinics in a timely fashion, and tracking drug supplies and expected
drug usage [30, 31].
This research was conducted in Lilongwe, the capital city of Malawi, a country in Southern

Africa of over 19 million people [3] where the poverty rate is over 50% [19]. Over 900,000 adults
in Malawi are living with HIV, which is approximately 8% of the adult population [4]. Despite
scarce resources, in 2010, Malawi launched a real-time point-of-care national EMR system, which
provides over 700 healthcare facilities with real-time data collection and high-quality monitoring
and evaluation (M&E) support [26, 81]. Lighthouse, the largest public provider of ART in Lilongwe,
employs Malawi’s national EMR system to ensure that ART services comply with global HIV
guidelines and to ease routine M&E reporting. Lighthouse provides integrated HIV prevention,
testing, treatment, and care clinics in two flagship urban facilities as well as seven satellite clinics
in the greater Lilongwe District in partnership with the Malawi MoH. Lighthouse also provides
community-based care (CBC) in rural and low connectivity areas as part of client-centered service
delivery, with over 120 distribution points where nurses provide care and medications for stable
patients. In CBC settings, patient data is collected on paper or tablet-based data collection tools
that can operate in areas that do not have reliable connectivity. While paper and tablet-based data
collection expands care, the approach is inefficient and error-prone as compared to EMR-based data
collection at the facilities. As demand for CBC increases, Lighthouse is testing an innovation to
improve the quality of CBC care by extending the EMR to CBC settings through a new offline-first
app. The use of mobile health applications for HIV-related data calls for redoubling of efforts
to focus on optimizing tablet-based data collection in CBC settings, including enhancing data
security and privacy processes in device and data management. Therefore, Lighthouse sought to
explore barriers and facilitators to patient data protections in both facilities and CBC settings,
leveraging lessons learned to inform overall data security and patient privacy improvements across
all implementation settings.

3 RELATEDWORK
3.1 Security and Privacy in Low- and Middle-Income Countries
Scholars posit that there are differences in notions of security and privacy between countries based
on income levels [14, 37]. The understanding that privacy notions from the West and high-income
countries (HICs) cannot be fully applied, unchanged and uninformed, to address the needs of
people in dissimilar settings is evident in the literature that examines security and privacy in
computing contexts of LMICs [8, 11, 38, 67, 70, 78]. Such work identifies culture [8, 9, 27, 53, 78],
socioeconomic background [67, 70], gender [53], and digital literacy [27] as several of the factors
that influence preferences, expectations, and notions of security and privacy. This understanding
of privacy as being contextual and culturally specific [54] focuses on local perceptions to inform
threats, knowledge gaps, and influences to strengthen local security practices [78].
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There is nevertheless a universal desire for safeguarding and protecting privacy [8, 67, 70]. In a
threat modeling for deployments of Open Data Kit (ODK), a data collection tool used in LMICs
[34], Cobb et al. [25] identify data confidentiality, integrity, and availability, as possible security
and privacy goals that are had by stakeholders in ODK deployments. These goals, which are
referred to as the ‘CIA triad’ in computer security literature, are understood and desired throughout
both HICs [23, 43, 63] and LMICs [21, 22, 38, 65, 70]. Moreover, the work by Cobb et al. [25]
demonstrates that the challenges of implementing computer security in LMICs resemble the well
known challenges seen in HICs. For example, both contexts face trade-offs between security and
other goals in usability or functionality [12, 29, 40, 59, 69, 82]. Standard best practices are found
and recommended in both contexts, ranging from technical safeguards, such as encryption [44]
and access control [8, 23, 64, 84], to behavioral practices, such as training and education to raise
awareness on threats [22, 62, 63]. In fact, a combination of technical and behavioral measures
for protecting privacy is considered to be a strong approach for responding to privacy threats
[9, 31, 49, 62, 69, 80].

The approach of combining technical and human protocols to respond to threats is also promoted
in healthcare settings across contexts [23, 61, 62], where protecting privacy is essential to technology
mediated healthcare work. There is a significant amount of CSCW literature that explores privacy
threats, defenses, and practices in healthcare settings in HICs. A large portion of this work focuses
on how security and privacy practices are enacted in the collaborative nature of healthcare work
[16, 23, 49, 60]. However, security and privacy has not been similarly examined with depth in
healthcare settings in LMICs as it has been in HICs, especially from the perspective of people
managing healthcare programs in LMICs. This perspective is critical for ensuring that the initiatives
aimed at strengthening eHealth systems achieve high standards of patient data protection.

3.2 Governance of Health Information Systems
The adoption of health information systems, which are clinical systems that focus on patient
documentation such as EMR systems, is considered to alleviate the healthcare supply and demand
gap [46]. Initiatives to implement EMR systems are spreading throughout LMICs, where some have
improved data management [76], data quality [20], and clinical productivity [41]. However, many
EMR system implementations are unsuccessful due to the weak healthcare infrastructure [69].While
the reasons for failure are commonly attributed to the high cost of set up and maintenance [10] and
technical pitfalls [30], researchers also argue that the challenges of adoption and implementation
of EMR systems in LMICs are rarely related to technology itself, but rather the weaknesses in
management [7, 69] and lack of regulations and guidance [28, 42]. In fact, many LMICs have not yet
been successful with developing, implementing, and enforcing comprehensive legal frameworks
and governance for eHealth [17, 52].
Mutale et al. [50] argue that African countries successfully strengthened their health systems

through the development and refinement of health information systems. These countries recognized
the importance of aligning health information system efforts with their respective countries’
priorities. For example, in Rwanda and Zambia, mobile phone technology facilitated the introduction
of EMR systems in under-resourced environments. In Rwanda, a collaboration between the MoH
and an international public health organization led the national implementation of OpenMRS,
an important open source EMR system [48]. This partnership played a key role in ensuring that
the national health information system integrated well with the EMR components [50]. While
this is an example of success through partnership, eHealth interventions in the health system
that involve development partners often lead to complications. Divergent strategies or priorities
between partners and between a partner and the country may impede health systems from being
strengthened [51] or overwhelm national systems with duplicative processes [57]. To effectively
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navigate collaboration, emphasis should be placed on aligning the goals of eHealth initiatives to the
countries’ needs, priorities, and policies [50, 51], standardizing protocols for project management
[5, 66], and closing the gap between the execution and objectives of management systems and
structures [35].

4 METHODS
Our goal was to understand how a range of stakeholders perceive security and privacy in the HIV
data pipeline and to identify opportunities to strengthen patient data protection. To do this, we
conducted semi-structured interviews with 14 participants from Lighthouse and Malawi’s MoH,
which were analyzed using thematic analysis. The interviews for our study took place in Lilongwe,
Malawi in September 2022. This study was approved by the IRB at the University of Washington
and the Malawi MoH IRB, the National Health Science Research Committee.

4.1 Participants
To gain perspectives on stakeholders’ understandings and concerns with the security and privacy
of patient data, we recruited 14 participants who require or review data as part of their ART-related
work. A sample of 14 participants was considered both feasible and appropriate for this exploratory
study and is in line with a recent review of qualitative studies that noted that interviews with 9-17
people were sufficient for thematic saturation [36]. Participants were stakeholders from Lighthouse
and the MoH who collect, use, synthesize, manage, or aggregate routine ART data from the EMRs or
who inform EMRs data policy or practice. While most participants were not information technology
experts, we aimed to recruit experts with different areas of data-related expertise to capture diverse
security- and privacy-related perspectives and experiences of representative roles within Lighthouse
and the MoH. Thus, participants were intentionally recruited through purposive sampling [75]
with the support of the Malawian study team who were deeply embedded in the Lighthouse’s
health system and understood the various roles within it.
In consultation with Lighthouse, participants were grouped by the study team into three data

stakeholder groups: (1) community-based care (CBC) nurses, (2) data clerks and IT officers, and (3)
data decision makers. Participants in the same stakeholder group had similar roles and responsi-
bilities within the HIV data pipeline. In total, there were three CBC nurses, five data clerks and
IT officers, and six data decision makers. Recruitment for participants within a stakeholder group
was stopped once saturation was reached. We refer to CBC nurses as nurse-#, data clerks and IT
officers as tech-#, and data decision makers as data-# without detailed demographic information to
protect the anonymity of participants’ responses. Most, but not all, of the participants were male.
Demographic information of the participants are described in Table 1. We now describe the roles
of each of the three stakeholder groups.

4.1.1 CBC Nurses. CBC nurses at Lighthouse are responsible for providing care to stable patients
on ART at CBC settings outside of facilities. The care that they provide is similar to that offered
at facilities, including adherence monitoring (pill count), refill of prescriptions, documentation
of side effects, necessary referrals, and issuing of next appointment date. The nurses use paper
and tablet-based data collection and documentation at CBC settings. In its current version, the
tablet-based app locally stores collected data until tablets are returned to the facility, because of
limitations with connectivity and automatic data synchronization to the EMR system at the facility.
After nurses complete the appointments at the CBC setting, they transport the tablets and paper
records back with them to the main Lighthouse facility.

4.1.2 Data Clerks and IT Officers. To transfer the data in the tablets into the EMR system at the
facility, the data clerks connect the tablets to the facility’s local network and generate CSVs from
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the data in the tablets. Data clerks print the CSV files and refer to the printed data sheet to enter
all of its contents into the EMR system at the facility. IT officers are most knowledgeable about
the technical protections and current technology practices at Lighthouse and are relied upon to
monitor the data flow, transfer, and quality at Lighthouse.

4.1.3 Data Decision Makers. Data decision makers include Lighthouse program managers who
are well-versed in client data protections, data collection training, facility- and community-based
data collection, data verification efforts, and processes to ensure quality data aggregation across
settings. Also included are MoH members who are knowledgeable about the management and
usage of individual-level and aggregate HIV-related data at the national level.

Table 1. Demographic details of study participants.

Participant Affiliation Position Approx. Years of Experience

nurse-1 Lighthouse CBC Nurse >5
nurse-2 Lighthouse CBC Nurse >10
nurse-3 Lighthouse CBC Nurse >5
tech-1 Lighthouse Data Clerk/IT Officer >10
tech-2 Lighthouse Data Clerk/IT Officer >5
tech-3 Lighthouse Data Clerk/IT Officer >10
tech-4 Lighthouse Data Manager >5
tech-5 Lighthouse Data Clerk/IT Officer >15
data-1 Lighthouse Health Informatics Advisor >20
data-2 Lighthouse Program Manager >20
data-3 Dept. of HIV & AIDS (MoH) MoH Key Personnel >25
data-4 Dept. of HIV & AIDS (MoH) MoH Key Personnel >25
data-5 Dept. of HIV & AIDS (MoH) MoH Key Personnel >25
data-6 Dept. of HIV & AIDS (MoH) MoH Key Personnel >25

4.2 Study Procedure
We developed three separate interview guides, making a distinction between the questions we
asked each of the three stakeholder groups, given the differences in groups’ interactions with the
EMR system and patient data. We incorporated feedback on the interview guides from Lighthouse’s
study team to improve question clarity, content, and contextualization. Modifications based on the
stakeholder group allowed for an interview that tailored to the participant’s area of expertise and
role within the health system. All three interview guides are included in Appendix A. We describe
the interview flow for each of the three stakeholder groups.

4.2.1 CBC Nurses. Interviews with CBC nurses were focused on inquiring about tablet usage
during data collection in CBC settings, daily security- and privacy-related practices during data
collection, and attitudes towards device and data management. More specifically, we asked about
concerns related to electronic data collection and management, security protocols that the nurses
follow while using the tablets, understanding of data flow, and perceptions towards data sharing.

4.2.2 Data Clerks and IT Officers. Interviews with the data clerks and IT officers focused on partic-
ipants’ understandings of security and privacy during the data review and management process,
including Lighthouse’s technical security measures. We inquired about participants’ definitions
of the security and safety of EMRs, potential threats in electronic data collection, vulnerabilities
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in data handling and management, individual security practices, technical security measures for
various technologies at Lighthouse, and proper usage of tablets.

4.2.3 Data Decision Makers. Interviews with data decision makers were aimed to gather partici-
pants’ perceptions towards device and data management, data pipeline supervision, and aggregation
of data to inform data-related policy or practice decision-making. These participants were asked
about concerns around data collection in specific settings, concerns around data storage and data
transfer, data usage at the national level, perceptions towards tablet-based data collection, percep-
tions towards policies for patient data protections, and recommendations for enhancing security at
the facility and CBC levels.

In all interviews, we asked participants to compare the security of electronic data collection to that
of paper-based data collection. All interviews ended by inquiring about other concerns or opinions
around security and privacy that were not addressed during the interviews and recommendations
for improving the security of patient data. All interviews were conducted by the first author in
English, an official language of Malawi, and audio recorded with participants’ consent. Audio
recordings of interviews were transcribed for analysis. Interviews lasted approximately 45 minutes.

4.3 Data Analysis
We used a mixture of deductive and inductive thematic analysis [18] to code the transcripts. The first
author conducted a detailed reading of all transcripts and developed a codebook, which expanded
as more transcripts were coded. The final codebook was applied to all transcripts by the first
author. The second author reviewed the code application and disagreements were resolved through
discussion with the first author. Similar codes were grouped into higher level themes, which
reflected those suggested a priori from the interview guide (deductive) and from reviewing the
contributions from the participants themselves (inductive). The first and second author discussed
and refined the coding.

5 FINDINGS
We organize our findings into the following sections. Multi-Level Dedication to Best Practices in
Security and Privacy describes the commitment to protect patient data at multiple levels of the
HIV health system. Threats to Data Protection details participants’ understandings of threats to
patient data across various settings and stages of the HIV data pipeline. Lastly, Opportunities for
Multi-Level Policies for Device and Data Management describes the data protection mechanisms and
protocols that participants hoped to see in the future for more secure device and data management.

5.1 Multi-Level Dedication to Best Practices in Security and Privacy
Participants shared the understanding that they collectively and individually have a responsibility
to protect patient data. Trust was placed in multiple layers of the HIV health system and drove
forward the collaborative and collective efforts to protect patient data. Aside from the group-level
commitment to enact best practices in security and privacy, individuals carried out additional tasks
in their day-to-day work to ensure that patient data was protected.

5.1.1 Trust as the Key Driver of Collaboration and Collective Commitment. Trust directs collabo-
rations and is foundational to stakeholders’ reliance on technologies and staff to protect patient
data.

Organizations and Partners. Participants expressed their strong belief that the groups involved
with collecting, managing, and using HIV patient data are committed to protecting patient data.
Participants were confident that Lighthouse as a whole “know[s] the importance of confidentiality”
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(data-2) and has “high integrity” (tech-4). Data-2, a Lighthouse program manager, described the
MoH as “the first people or the primary kind of interested parties in this particular field,” implying
their trust that protecting the confidentiality of HIV data is of paramount importance to the MoH.
Partners also play a critical role in the data pipeline, for example in the process of approving data
sharing. These partners are not only well known by the MoH, but they are also “in the same field
of taking care of people living with HIV” and so are trusted to understand the sensitivity of HIV
(data-2).

IT Team. Nurses and data clerks viewed the IT team as playing a key role in upholding the
technical security at Lighthouse, as summarized by tech-5: “I trust that the IT personnel have worked
hard to...install some security measures in our systems.” Knowing that the technologies used at
Lighthouse are “Lighthouse gadgets” (tech-3) that are managed by the IT team increased participants’
confidence in the security of the technologies themselves. For example, tech-1 attributed their trust
in data handling devices to their trust in Lighthouse’s servers: “the technology we are using [for
data handling]...it’s the same [as the] server that we trust.” Even more, tech-1’s confidence in the
security of the servers extends from their knowledge that “[n]obody can go in and access the server,
unless the IT guys,” which was similarly expressed by other participants (data-1, nurse-1, tech-4). In
such a way, trust in one technology extends to another technology because all technologies are
managed by reliable IT officers.

Lighthouse Staff Working with Patient Data. Participants expressed their trust in the staff who
collect and manage patient data, including CBC nurses and data clerks. The data collection processes
happening across facilities and CBC settings were considered to be secure because “the [nurses] that
are handling the data are Lighthouse-oriented staff” (tech-5) and moreover, the individuals handling
patient data are “trained in terms of confidentiality” (data-4). From the perspective of one data clerk,
tech-1, signing the confidentiality form was an indicator of commitment to protect patient data
and a reflection that “everybody in that office...knows about the heath data, the HIV data we are
handling.” Participants’ confidence that individuals who handle patient data have a clear purpose
and meaningful role in the HIV data pipeline reassured their sense of security in these individuals.

5.1.2 Individual-Level Security and Privacy Practices. While participants relied on various stake-
holder groups to commit to best practices, they also understood the importance of individual
responsibility in protecting patient data. Participants shared voluntary practices that they incorpo-
rated into their day-to-day work that were not necessarily required, but were rather additional
tasks to ensure that their daily practices are secure. While removing personally identifiable infor-
mation (PII) when sharing data is required and commonly practiced, tech-4 added an additional
layer of security to ensure that no one can identify the patients by completely replacing patient
identification numbers with random numbers. When printing data, which could include PII, tech-1
said they quickly retrieve the paper once it is printed. All three CBC nurses were conscious of the
positioning of the tablets during data collection to avoid the data on the screens being viewable to
others, as summarized by nurse-1: “...you position [the device] towards your own direction. The client
is sitting in that direction [facing away from the device]. Everyone else is at that end [away from the
client and the device].” Nurse-1 also mentioned their attention to deleting data from the tablets after
CSV files are generated, noting that this is a personal preference and may not be practiced by other
nurses:

“For myself, with the tablet I’m using,...I check on auto delete after syncing [the tablet]
with the server. So the moment I’m [at the facility], [the tablet] has synced to the server,
the data is gone in the tablet. There’s nothing else I can access in the tablet...The raw data
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is synced and is deleted [from the tablet]. That’s what I do but for other individuals, I
cannot say, I’m not sure.”

5.2 Threats to Data Protection
While acknowledging that trust is central to work practices, participants also recognized that an
overreliance on trust could lead to mishaps or breaches due to a lack of caution or carelessness.
Here, we describe threats to data security and privacy at Lighthouse facilities, CBC settings, and at
the national level.

5.2.1 Threats at the Facility Level.

Concerns over Regulating Access to EMRs. Notable components of security measures at facilities
include restrictions of EMR-related work to the local network and passwords for accessing EMRs.
Participants elaborated on the potential for mismanagement or neglect of security mechanisms
that are intended to protect EMRs.
To ensure that any individual attempting to access the EMR system is authorized to do so, the

EMR system requires that the individual enters correct login credentials, namely username and
password. The requirement of passwords was commonly seen as a sufficient security measure
because password knowledge is exclusive, as stated directly by tech-1: “[t]hat password you know is
only known to you.” However, participants described hypothetical situations that show that the
password requirement alone “doesn’t make the data more secure” (data-4). For example, participants
(tech-1, tech-2, tech-4, data-3, data-4, data-6) recognized that an authorized individual who logs
into the tablet or EMR system could leave their work station and forget to log out, allowing for an
unauthorized individual to access the EMRs. Access to the EMRs is also restricted to authorized users
who are connected to Lighthouse’s local network. However, tech-3 indicated that this precaution
may be insufficient and theoretically, an unauthorized individual could access, enter, and download
sensitive and confidential patient data, risking patient HIV status exposure. Rather than relying
solely on the technical security mechanisms to protect patient data, tech-2 stated the importance
of recognizing that “security is only coming in terms of the individual user,” meaning that each
individual is responsible for ensuring data security and privacy.

Access to the server room is strictly limited to the IT officers. However, there were concerns that
unauthorized individuals could enter the server room because there were no “proper policies on
how...to govern those systems” (data-6) and there “hasn’t been any sort of security audit for the...IT
center” (data-5). Another challenge with regulating EMR access arises when people move between
jobs: “people we employ, they don’t always stay with the same company or partner, and so as people
transition, information gets potentially shared” (data-3).

Concerns over Managing Paper Records. Paper records are still used for a few, discrete patient-level
data collection activities at Lighthouse facilities and CBC settings. Participants (tech-1, tech-2,
tech-3, tech-5, nurse-2, data-4, data-6) noted unease with paper records, which stemmed from
the difficulty of upholding secure protocols and the recognition that human errors are the main
vulnerability that could harm patient confidentiality.

Distractions can inhibit secure storage of the paper records, such as forgetting to lock the paper
file cabinet due to an interruption, increasing the chances of misplacing the paper record (tech-1,
tech-2, tech-5). Even if paper records were to be stored properly, tech-2 said that the security
measures for paper records are much weaker than those for EMRs because “we only may be relying
on the local cabinets, which maybe at times can be easily broken into.” Concerns around the disposal
of paper records also motivate the shift away from reliance on paper. Based on these concerns,
data-3 and data-4 emphasized the importance of establishing security measures for paper records:
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“clearly managing paper records requires a whole set of other measures to protect, to make sure that
that paper is shredded and destroyed properly and it doesn’t find its way back somewhere it shouldn’t
be” (data-3).

5.2.2 Threats in CBC Settings. Here, we explain participants’ concerns surrounding tablet-based
data collection in CBC settings, specifically tablet usage and management.

Data Loss or Exposure. Data collection at CBC settings involves a set of unique concerns because
the chance of theft, loss, or damage to a tablet used in CBC settings is much higher than that
of a computer at Lighthouse facilities. While no tablet has yet been lost or stolen in Lighthouse
programs, one of the most common concerns raised was the consequences of tablet theft or loss
while the device is being transported back to the facility after data collection. Because the current
tablet-based app cannot automatically sync its data to the EMR system at the facility, the tablet
is the only source of data storage until the tablet is returned to the facility. If the tablet is lost in
transportation, then all of the captured data will be lost. This could complicate the continuation of
patients’ care because CBC nurses rely on a previous visit’s data to know where to start for the
next visit (nurse-2). According to nurse-1, if data were to be lost, CBC nurses must return to the
CBC setting and revisit all patients, which is certainly not a trivial task.
If a tablet were to fall into the wrong hands, the data stored on the tablet is at risk of being

wrongfully exposed. Tech-3 feared the possibility that someone with technical expertise could
“crack into” a lost or stolen tablet to gain access to patient data. The main difficulty with CBC
settings is that Lighthouse does not have full control over the data collection process happening
outside of its facilities, as summarized by tech-4: “...we have control over how data is being collected
at the facility. But at the community, we don’t know what’s happening.”

Inappropriate Usage of Tablets. Participants shared hypothetical situations in which tablets used
inappropriately for personal use could harm the security and privacy of the data in the tablets. More
specifically, installing external applications that are not approved by Lighthouse could “introduce
risks into the setup” (tech-3) and distract CBC nurses from using the tablets for the correct purpose.
Data-1 cautioned against the temptation to bring the tablets home and use them as personal devices.
Bringing tablets into personal environments, such as homes, creates room for unauthorized and
untrained individuals (e.g., children of Lighthouse staff) to use the tablet, increasing the chances
of harming patient data. The root of this concern lies in policy weakness: “As it is now, I think
the policies are not really enforced and...some of them I think are not clearly outlined...to the [tablet]
users...As long as [the tablet is] working, they are not really looking at the security part” (tech-3).
Similarly, data-6 worried that because some partners of the MoH appear to be more interested

in data collection than reporting the data properly, “everyone has just been given the freedom to
just use the device anyhow,” without proper instruction or guidelines on how devices should be
used. Participants (tech-3, data-6) urged for the greater enforcement of policies that will restrict
the technical functionalities of tablets and confirm the importance of using the tablets solely for
data collection.

5.2.3 Threats at the National Level. Participants described the threats to data security and privacy
at the national level if there are gaps or weaknesses in policy and practices.

Inconsistent Practices among Implementing Partners. Like Lighthouse, other implementing part-
ners andNGOs funded by international donors are taskedwith providingHIV services in partnership
with the MoH, meaning that they manage HIV service delivery and handle sensitive data. However,
participants believed that not all implementing partners follow the MoH’s recommendations:
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“There are implementing partners that abide by the Ministry’s recommendations. They
make databases. We know where their database is stored. And then we have other partners
that. . . have a database but we don’t know where their database is stored. Some transfer
that information to the U.S., you have no idea. So, it varies according to which partner is
storing that data.” - data-4

Implementing partners that may be less transparent about their management pose a concern
to the MoH because there is a possibility that highly sensitive, patient-level data could be stored
in foreign countries, which goes against MoH expectations and data governance policies (data-4).
This concern has pushed forth the agenda to establish policies that restrict data hosting to Malawi,
specifically within Malawi’s MoH. To ensure that all parties involved guarantee the protection of
patient data, the MoH is motivated to improve monitoring of implementing partners’ data sharing
and management processes.
When external organizations, including implementing partners or research teams, bring new

technologies into Malawi for their own projects, there is difficulty with the technical management of
security because “different projects are doing their things in different ways” (tech-3). Additionally, tech-
3 expressed concern over implementing partners’ potential lack of attention to updating technical
security and privacy measures, such as changing passwords frequently and using encryption, which
could introduce risks into the patient data protection.
Data-6 described a case in which an abrupt termination of services led by an implementing

partner disrupted the support of an EMR system in its early stages. This incident led the MoH
to quickly address a leadership gap “to manage the EMR from the Ministry” and ensure prompt
responses (data-6). This example sheds light on the importance of centering the MoH in identifying,
managing, and sustaining activities to strengthen data systems.

Unclear Data Sharing Protocol. Participants raised doubts about the sufficient strength of data
sharing protocols. When discussing procedures for data sharing, data-3 expressed uncertainty,
saying, “I’m not sure there’s a clear protocol for it.” Although there is a division of the MoH that is
responsible for granting individual or organizational permissions to access health data, according
to data-5, these guidelines and standards have yet to be disseminated, leaving procedures for data
sharing unclear. This in turn complicates the search for data sharing protocols because “officially
there’s no document that states how data has to be transferred” (tech-4). The lack of guidelines around
data sharing also creates room for improper data sharing procedures, such as sending unprotected
files with patient data content through email (tech-4). One participant (data-3) attributed negligent
practices around data sharing to the lack of oversight and enforcement, while noting the differences
in attitudes towards data sharing between HICs and LMICs: “...in the West and in the North, there
are severe consequences for sharing, inadvertently or negligently, somebody’s data and that raises
people’s fears of course, and they pay more attention. And here [in Malawi], it’s like a gentleman’s
mistake and nobody cares.”

5.3 Opportunities for Multi-Level Policies for Device and Data Management
Participants shared various approaches for improving the security of data, to be executed at the
facility, CBC, and national levels. They also detailed the importance of reviewing and updating
security and privacy standards to prioritize the improvement of patient data protection.

5.3.1 Lighthouse Level Management. Participants proposed various considerations that will ensure
that the data is secure, including enhanced monitoring of tablets, control of data access, and
enforcement of work expectations. These opportunities can be executed at Lighthouse facilities
and in CBC settings.
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Mobile Device Management. Mobile device management, which is the remote management of all
devices, is under consideration for improving data protection mechanisms, should tablets containing
data be lost or stolen. In the case that a tablet is lost or stolen, tech-3 recommended to “wipe, to reset
the tablets remotely” before any data is accessed by unauthorized users. Mobile device management
should also allow the IT personnel to remotely “lock [the tablet] so that even if someone picks it up,
they can use the parts but they cannot use the information that is in that gadget” (data-4). Additionally,
to prevent the improper usage of tablets, nurse-2 suggested making the tablets “restricted gadget[s]”
that could only be used for data collection and prevent distracting functionalities such as web
browsing and sending or receiving text messages and calls. Data-3 and data-6 proposed remote
tracking of tablets as a mechanism that ensures that there is “remote ability to understand what
people are doing on there” (data-3).
While technology-driven supervision could boost security, the protection of patient data also

relies heavily on the individuals who use the tablets. Participants (nurse-3, data-1, data-2, data-4)
agreed that Lighthouse staff should ensure that tablets are left in a safe place within Lighthouse
facilities, as opposed to bringing them to their homes, where there is risk of damage. Data-3 said
that there should be a “clear chain of custody” for every device that is used within and outside of
facilities.

Granular Access Levels. Another technical suggestion that was mentioned frequently is role-based
access control, a mechanism for restricting EMR access based on job responsibilities. In order to
“restrict the number of people who deal with data as much as possible” (data-3), the EMR system
should assign “leveled rights” as opposed to “universal rights” (data-4). More specifically, participants
wanted the EMR system to grant and deny access to EMRs based on users’ job responsibilities, so
that only relevant Lighthouse staff can access patients’ health data: “...if you’re just a mere vitals
clerk, you shouldn’t be able to see information about consultations or prescriptions that are done in
the system” (tech-5). Nurse-1 also pointed out that data clerks, whose jobs include checking which
patients have missed their appointments, should not be granted full access to EMRs because they
are not medically trained.

Participants also mentioned an existing protocol for changing access levels, noting its strengths,
and additional measures that can be taken. Before creating a new user with access to the EMR
system, data clerks and IT officers must consult with one another. Tech-2 suggested that security
questions should be asked to IT officers, who are responsible for updating access privileges, to
confirm their permissions to grant new access privileges.

Clear and Enforced Work Expectations. In addition to a universal recognition of the importance
of securing passwords and establishing policies for frequently updating passwords, participants
suggested other critical actions for ensuring that day-to-day work practices are more secure.
Participants emphasized the importance of reminding Lighthouse staff of the sensitivity of

patient data. Tech-4 suggested having collective efforts to raise awareness, such as “an orientation
on awareness to whoever deals with the patient-level data, or whoever is entering the data, storing the
data, or transferring the data,” especially because harms to data security and privacy could affect
the entire organization.
Participants (tech-3, data-1, data-2, data-5) highlighted the importance of developing clear

expectations for individuals working with patient data. Data-1 elaborated on protocols that should
be developed between those responsible for the HIV program andthose handling electronic patient
data, noting that this practice is commonly observed in HICs:

“...developing protocols that clearly outline...expectations of IT and [data clerks] as far as
the electronic data capture is concerned. So the government may bring in a policy but the
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HIS [health information systems] partner or HIV department, who are responsible for the
HIV program, should work on creating these protocols on how data should be managed.
Then people who are working should go through the protocols. After they go through the
protocols, they sign an agreement...So people would have that sense of responsibility that
the data that I’m working on is confidential data.”

In addition to agreements that outline expectations for Lighthouse staff to manage data, nurses
should be thoroughly trained on the devices they use regularly. Tech-5 said that nurses should
understand the purpose of security measures, such as automatic lockouts, which can be perceived as
annoying but are implemented with the intention to protect patient data. To ensure that Lighthouse
manages the devices and data properly, data-6 suggested that there should be a “terms of references
on usage of this data or protocols on how these applications are supposed to be used.”
Policies should go beyond outlining proper work practices and also clarify the consequences

of inappropriate work practices. In light of concerns around workers’ negligence and the lacking
sense of responsibility (data-3), data-2 suggested implementing “very strict, punitive laws” when
patient data is dealt with improperly.

5.3.2 National Level Management. Participants advocated for centralized and standardized data
governance because “supervision and oversight become much harder if things are decentralized”
(data-3). Here, we elaborate on how centralization and standardization can be achieved and the
benefits it brings to data security.

Standardization of Project Implementation. Many technology-involving projects follow different
standards and management procedures, as they are led by various external organizations and
partners, such as international NGOs. To resolve the lack of unification in project implementation
and management by different partners, tech-3 said that the MoH should “harmonize the projects” by
becoming the main manager of partners’ projects and the main data custodian. The MoH should
be at the center of establishing agreements that are communicated to different partners and then
signed by partners to confirm their commitment to proper data management (tech-3). Implementing
partners should abide by MoH data requirements that govern data ownership, including being “the
core owner of the data during the study period” (data-5) and transferring data ownership to the MoH
upon study completion. The establishment of common standards for implementing partners is to
ensure that “everyone will be subjected to the same standard” (data-5).

Standardization of Procedures for Data Collection, Usage, Sharing, and Transfer. First and foremost,
data collection should be restricted to data that is actually necessary for care. There should be
a “really strong rationale of every piece of information that’s being collected” especially because
unnecessary data collection places additional burden on healthcare providers and is not meaningful
for patient services (data-3). The reason for minimizing the amount of data collected lies in the
fact that very little of the data that is currently collected is actually aggregated and transferred
to the MoH for improving patient services (data-3). While efficient data collection has benefits,
recognizing the utility of data is also important.
Assuming that data collection was executed properly and with purpose, various management

changes can further contribute to the security of data. To ensure that patient data usage aligns with
the MoH’s standards, there should be an agreement between the MoH and Lighthouse:

“I think the government and also Lighthouse should have a data agreement on how this
data is going to be used. And it’s not supposed to be used outside the stipulated agreements
that the government had set up with Lighthouse or these partners. I think it just needs to
have that proper agreement and policies on how data is supposed to be used.” - data-6
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In terms of data sharing, if a research team or an organization requests a facility to share
patient data, there should be a clear procedure for determining whether or not the data should
be shared with them. While there are procedures in principle for data sharing with researchers
or organizations, the lack of clarity referred to by participants reflects a gap in policy. This gap
can be minimized by developing “a structure, a document, a standard or a protocol where they
look at the requests to say, ‘does it meet this standard in terms of data security?’” (data-5). The
increased sensitivity of patient-level data also necessitates more care and caution than aggregate
data. Participants (tech-2, data-1, data-2, data-3, data-4, data-6) agreed that patient-level data that
includes PII, such as name, date of birth, and address should never be shared outside of Lighthouse
and the MoH. Participants recognized the importance of ensuring that the data requester is credible
and responsible, by confirming their position or responsibility in an organization (data-2) and their
rationale for requesting data (nurse-2). The data requester should also obtain written permission
from the MoH to have access to the data and to use the data (data-4). Establishing a clear protocol for
data sharing will “help us enforce how data is being shared and [how not to] share the data” (tech-4).
To ensure that data transfer procedures are secure, data-5 and data-6 preferred that international
standards are met, noting that the adherence to globally accepted security and privacy standards is
“key in data security” (data-5).

5.3.3 Building an Environment for Security and Privacy Prioritization. Outlining policies and pro-
tocols can only ensure security improvements to a certain extent. Individuals and organizations
should continuously enforce policy implementation in practice. Data-3 emphasized that regular
reminders and supervision will “sensitize people about the issue of managing...sensitive data about
patients” and is critical to upholding secure practices. A concrete approach to regular enforcement
is “a [reoccurring] six month reminder of the rules and documentation of...supervision of what people
do and what current actions has been taken” (data-3).

Participants also encouraged the continuous review of security protocols. Data-5 recommended
security audits for the IT department to “review more of the gaps that are there” in the process of
granting physical access to the server rooms and access to EMRs. While there are policies that have
been developed to protect the data storage center, data-6 said that the involvement of an external
organization to scrutinize the data protection mechanisms could create opportunities for future
system improvements.

6 DISCUSSION
Our main claims from analyzing stakeholder interviews are as follows:
(1) Communal trust among stakeholders to uphold confidentiality is central to collaborative

and collective efforts to protect patient data. While trusting stakeholders at various levels
in the HIV health system to follow best practices for security and privacy, participants also
understood the importance of individual responsibility to protect patient data.

(2) Threats to data protection can arise when technical security measures are insufficient and
when stakeholders are not vigilant enough in their day-to-day work practices. Participants
were also concerned about how inadequate supervision, noncompliant implementing partners,
and a lack of national policy enforcement may weaken data and device management.

(3) While there are existing protocols in principle for managing data and devices, participants
expressed strong interests in further standardization, dissemination, enforcement, clarity,
and consistent updating of data and device management procedures.
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6.1 Alignment with Best Practices in Security and Privacy
CSCW and HCI literature on privacy protections and practices argues that the notion of privacy
differs between HICs and LMICs [8, 38, 78]. In contrast, our findings suggest that stakeholders’
motivation to review, adapt, and refine best practices for the Malawian context demonstrates the
intention to align Malawi’s data security and privacy practices with existing efforts in HICs. At the
facility and CBC levels, participants were aware of and aimed to adhere to common protections
like passwords, mobile device management, and user restrictions. At the national level, participants
identified gaps in governance that challenge consistent implementation of best practices and
promoted adherence to guidance on data security and privacy that alignwith international standards.
In this section, we highlight how participants’ practices and ideals intersect with best practices in
security and privacy in healthcare settings. Factors that could explain the alignment of our study
participants’ views on security and privacy with recognized standards and norms include high
level of education, familiarity with technology, and values that promote patient data protections
established by the Malawian public health system.
Most notably, participants presented similar understandings of security and privacy and their

threats to those observed among the stakeholders of ODK deployments [25], which is the same
technology that is currently used for tablet-based data collection in Lighthouse’s CBC settings.
Participants’ identification of threats to data security and privacy are similar to the itemization
of security and privacy concerns that Cobb et al. [25] mention, namely physical theft of a data
collection device and unauthorized access to data on a device. Among the three goals of the CIA
triad, - confidentiality, integrity, availability - our participants were most concerned with data
confidentiality, which is the protection of private information about patients from being revealed
to any individual who should not have access to it.
Participants’ understandings of and practices in protecting confidentiality are similar to those

observed in other work that focuses on confidentiality management in healthcare work in three
ways. First, participants understood that different levels of information sensitivity entail different
degrees of data protection. The recognition that confidentiality is of greater importance with
patient-level data than with aggregate data is an understanding that is shared with healthcare
staff in other settings [49]. Participants also supported the implementation and reinforcement of
role-based access control in the EMR system, which would grant and deny EMR access based on
users’ job responsibilities. The recognition of different levels of sensitivity within a single patient’s
medical record aligns with understandings of health information sensitivity and information flow
that are reinforced in other healthcare settings as best practices for protecting patient data [23].
Second, CBC nurses and data clerks engaged in invisible work - a series of informal tasks that

occur in the background [71, 73] - to support data security and privacy at the individual level.
Invisible work is commonly observed in healthcare settings globally [16, 49, 60, 72, 79] and is
examined in the accomplishment of privacy practices [60]. We found that participants quickly
retrieved printed data, digitally obscured PII when sharing data, positioned tablets away from
other people’s eyes, and checked to see that the data in the tablets were deleted after saving the
data elsewhere. None of these tasks were strictly required, but were rather tasks that stakeholders
incorporated into their day-to-day work to go above and beyond in achieving the broader goal
of protecting patient data. The invisible work reflects the recognition of the sensitivity of HIV
care and the circumstances of mismanaging HIV-related data, which is the public exposure of HIV
positive patients. At the same time, stakeholders demonstrate that technical security measures,
such as unique passwords, cannot be relied upon as the sole mechanism for patient data protections.
In addition to strong technical measures, such as mobile device management and role-based access
control, each individual in the health system has the responsibility to properly perform their
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work and respond to threats in healthcare settings [23, 24, 45, 61, 62]. At the same time, the
policies that participants recommended could potentially shift the nature of certain work practices
from being behind-the-scenes to more visible, collaborative work. More specifically, participants
were enthusiastic about creating documents and agreements that clarify proper tablet usage and
data sharing and transferring protocols. Not only do these recommendations align with global
guidelines for protecting HIV information [77], but forthcoming changes in protocols could also
standardize the execution of existing practices that are carried out based on individual decisions.
Overall, participants’ push towards implementing new policies reflects the recognition that the
incorporation of technologies into Lighthouse’s health system necessitates the reconfiguration of
work practices and responsibilities [74].

Third, participants highlighted the importance of governance in delivering best practices for
technology-based healthcare. Developing strong governance for creating an enabling environment
for eHealth is recognized by the WHO as a core component of eHealth innovation and implemen-
tation [56, 58]. The significance of governance is reflected in participants’ proposals for placing the
MoH at the center of project and data management so that the MoH can enforce the same standards
and expectations onto various stakeholder groups. Not only are participants’ desires to establish
centralized management a practical step towards recognizing and communicating national goals to
partners, but also an indicator of efforts to establish interoperability at administrative and technical
levels. More specifically, participants suggested standardizing implementing partners’ project im-
plementations and protocols for data collection, usage, sharing, and transferring. The recognition
that standardization is a key driver of interoperability and that standards must be coordinated at
a national level is critical for the successful application of technologies that can protect patient
data [66] and is similarly acknowledged in global healthcare settings as a foundational element of
successful eHealth initiatives and adoption [5].

6.2 Strengthening Data Security and Privacy in Malawi
We present our own analysis of the study setting, highlighting participants’ actions and aspirations
as indicators of the strengths of Malawi’s HIV health system. Our findings reveal that stakeholders
want to bolster procedural governance to securely sustain the EMR system for continued strength-
ening of Malawi’s health system, which is a sentiment that is echoed by stakeholders in other
LMICs’ health systems [7, 28, 42].
At the same time, we recognize that there are challenges in implementation of recommended

security practices. MoHs in LMICs face difficulty with hiring, training, and retaining experienced
data privacy technicians due to competition with the private and NGO sectors, both domestically
and abroad [6]. However, there is recognition that both clinic- and MoH-level data security experts
are required to identify, predict, and solve existing and emerging threats to eHealth data security and
privacy. The need for more expertise is also reflected in the noted challenge of governance for health
partners’ data management processes. Management and oversight for data security and privacy
across multiple implementing partners necessitate strong policy. Yet, in LMICs, severe shortages of
healthcare workers across all levels [6], policy dissemination weaknesses, supervision gaps, and
healthcare worker complacency may present obstacles to immediate data privacy improvements,
resulting in reduced emphasis or enforcement of security practices and policies. As challenges in
achieving data security and privacy continue to evolve in response to innovations in eHealth, global
donor and stakeholders will need to prioritize funding and human resources to meet emerging and
persistent needs.
While new challenges may arise, our findings suggest that the collaboration between different

stakeholders in Malawi’s HIV health system speaks to the future success of efforts to protect
sensitive patient data. Stakeholders recognized the dedication to patient data protections among
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multiple levels in the HIV health system, namely organizations (Lighthouse and MoH) and partners,
the IT team, and Lighthouse staff working with patient data on a daily basis. These groups co-
manage sensitive patient data in their collective sharing, usage, and transferring of data, which is
crucial to managing patient privacy in a collaborative environment such as a healthcare setting
[49]. While trust facilitated the group-level collaboration and commitment to data protections,
stakeholders were incentivized to improve the co-management of patient data, as reflected in
their interest to develop national level policies and practices around device and data management.
Stakeholders articulated the strengths and weaknesses of current practices and expressed the need
for change in the form of strong governance. In the desire to develop, adopt, and implement strong
governance at the national level, stakeholders reflected their understanding of how national level
governance extends to day-to-day security and privacy practices at the facilities and CBC settings.
The governance proposals that were made by stakeholders suggest that there is considerable effort
to refine existing work practices at the facility and CBC levels to match the ideal management
systems and structures that are defined at the national level [35]. At the same time, the collaboration
between Lighthouse and the MoH offers a unique possibility that forthcoming governance will
align with Lighthouse staff’s work practices. This possibility is substantiated by the shared vision
between Lighthouse and the MoH to protect patient data and improve the quality of HIV care.
Lighthouse and the MoH operate as a cooperative unit, exemplifying a collaboration that enables
integrated efforts for building a strong health system [13, 50, 68]. Further, the MoH is interested
in understanding Lighthouse’s work practices, which is evident in the MoH’s approval for us to
conduct this study. Ensuring that policies do not hinder workflow and work practices of healthcare
staff is critical for overall privacy compliance [49] and this study offers insight into a strong
partnership that could manifest meaningful governance.

6.3 Limitations and Future Work
While this study has a sufficient sample size of participants to reach data saturation, as with all
qualitative work, the findings of this study are not generalizable to all stakeholders from Lighthouse
or the MoH. We also acknowledge that while we argue that our findings from Lighthouse’s health
system align with global best practices, this argument may not necessarily extend to health systems
in other LMICs. In particular, we recognize that countries have different levels of maturity in
incorporating digital health into their health systems.
While this paper focuses on stakeholders’ views on data security and privacy, exploring the

security and privacy perceptions of HIV patients could illuminate the gaps in patient understanding
to inform future improvements on patient education. The investigation of patient perspectives is
forthcoming in an additional qualitative study.

7 CONCLUSION
There is broad recognition that eHealth governance must prioritize security and privacy consider-
ations for robust eHealth scale-up, including EMR systems in LMICs. Our findings suggest that
stakeholders in Malawi’s public HIV care program have a strong commitment to protecting patient
data, understand security concerns, and are able to identify clear pathways for improving privacy
practices. Aligning Malawi’s patient data protections with global best practices is not only desirable,
but critical for strengthening Malawi’s health system.
Overall, this work highlights the importance of supporting national MoH efforts in building

eHealth governance that strengthens under-resourced health systems in an effective, appropriate,
and collaborative manner reflecting local contexts and priorities. At the same time, we shed light on
the challenges of actualizing strong governance and enforcing security in public health programs in
LMICs, like Malawi. We encourage CSCW researchers to explore how other LMICs are considering
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enhancing security and privacy practices and policies to better protect patients and their data as
health systems continue to adopt eHealth applications.
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A INTERVIEW GUIDES
A.1 CBC Nurses
(1) The patients you see are part of a vulnerable population with sensitive health information.

What are your concerns with the confidentiality of the data that is electronically collected
from patients?

(a) Why do you trust electronic data collection?
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(b) What are you afraid of for your clients with the data being collected electronically?
(i) How well is patient data protected once it is collected?
(ii) What weaknesses are there in electronic data collection that could compromise the

security and confidentiality of data?
(iii) If the data were to be leaked, what consequences are there for the patients?

(A) What information, if leaked, would put the patients at risk?
(c) How much access do you have to individual electronic patient data?
(i) Who else do you think has access to the electronic patient data?
(ii) What are your concerns with the amount of access you or other providers might have to

electronic patient data?
(iii) Are you concerned that anyone who is not supposed to access electronic patient data

could access the data?
(A) How do you think someone who is not supposed to have access would gain access?

(2) Now, let’s talk about how you use the tablet. When being trained to use the tablet, was there
something you were told to do or not to do to ensure the confidentiality of patient records?

(3) What confidentiality protocols do you use to keep patient records confidential?
(a) Are you the only one with access to your tablet?

(i) How do you access the content in the tablet?
(b) Where is the tablet stored when it is not in use?

(i) Do you hide the tablet in a lockable place?
(c) Do you position the tablet so only you can see what is on the screen?
(d) Do you log out each time?
(e) Can your colleagues use the same tablet as the one you use?

(i) Do you log out each time you are done using, or share the same account?
(4) Once you input patient information into the tablet, what do you think happens to the data?

Where do you think the data goes?
(a) Where do you think the electronic patient data is stored?
(b) What concerns do you have with using the tablet to store electronic patient data?

(5) Currently, how does the data you collect at the community get transferred to the EMR?
(a) What security concerns do you have with this process?
(b) With the new optimized tablet app, how will this affect the way you collect and enter data

at the community?
(i) How will this affect the security of patient data?
(A) Will the new app minimize the concerns you have with the current data collection

process at the community?
(ii) What security concerns do you have with using the new app?How will your workload

change?
(iii) What security concerns do you have with using the new app?

(A) What could harm the security of patient data?
(6) Now, let’s talk about sending patient data to partners. How do you think the data from

Lighthouse gets to the Ministry of Health or other partners?
(a) In what form is the data shared? Is the data that is transferred aggregate or individual data?
(b) What concerns do you have with how or with whom the data is shared?

(7) We want to give you a chance to tell us any other concerns or opinions in the area of data
safety. What else would you like to tell us about data collection, storage, and management?

(8) Do you have any recommendations for improving data confidentiality or dealing with the
concerns you mentioned today?
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A.2 Data Clerks and IT Officers
(1) To begin, what does it mean for data to be secure and safe?
(a) Do you handle data confidentiality and security differently if its general health data versus

HIV-related data of a patient?
(2) Do you think electronic data collection is secure? Why or why not?
(a) Do you think electronic data collection more secure than paper data collection?

(3) What is the current process of data collection and entering at the CBC setting?
(a) What are your concerns with data collection at the community?
(b) Where in the process of data collection at the community, is data security most at risk?

(4) What is the process of data collection and entering at the Lighthouse facility?
(a) What are your concerns with electronic data collection at the facility?
(b) Do your concerns differ by location of data collection (CBC setting or facility)?
(c) Do your concerns differ by user?
(d) Where in the process of electronic data collection at the facility, is data security most at

risk?
(e) Do you trust data collection more at the Lighthouse facility or at the CBC setting?

(5) Are there any weaknesses or vulnerabilities in data handling in your role that could compro-
mise the security of the data?

(a) What protocols could improve the security of the data?
(6) B. What precautions and confidentiality protocols do you put into place to keep the data

confidential?
(a) When delivering or sending data

(i) How do you ensure that the recipient of the data guarantees confidentiality of the data?
(b) When printing out data

(i) How do you make sure that the printed data does not fall into the wrong hands?
(c) When manually entering data from paper
(d) Other

(7) What security features are enabled on the tablet to protect the data?
(a) What were the alternative security features that you considered?
(b) Tell me about user restrictions and permissions. Who has access to what data?

(i) What safeguards or permissions are put into place to grant or deny access?
(ii) What kind of hierarchy of accounts exists to regulate access?

(c) Is the tablet password protected? Is the data encrypted? If so, what kind of encryption?
(d) Is there software that keeps track of who, when, and where a patient’s data is accessed on

the tablet?
(8) Now, let’s talk about data transfer. Could you explain how the entered data in the tablet is

transferred to the EMR?
(a) What are the encryption processes?
(b) Is the encryption process different for individual level data and aggregate data?

(9) Where is the data stored?
(a) What kind of server is used?

(i) What are the security characteristics of the server?
(ii) How secure is the server where the data is stored?
(iii) What are the procedures for ensuring that the server is secure?

(10) Let’s talk about the protection of data for the new optimized tablet-based app or the new
community-based EMR.
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(a) What concerns are there for making the new app strictly offline or online? What are the
security benefits?

(b) What vulnerabilities do you expect with the way the new app is designed?
(c) Do you have any security concerns with the use of a mobile phone?
(d) Do you prefer using the new app for data collection at the CBC setting or the current

method? Why?
(i) How will the new app affect workload?
(A) What part of data handling will change with the new app?
(B) Are there security concerns you have with the new app that you don’t have currently?

(11) How can nurses and clinicians use the tablet and the app to ensure that the data is kept safe?
(a) What are precautions that the nurses and clinicians should keep in mind?
(b) What is the ideal way to use the tablet from start to end to ensure confidentiality?

(12) We want to give you a chance to tell us any other concerns or opinions in the area of data
safety. What else would you like to tell us about data collection, storage, and management?

(13) Do you have any recommendations for improving data confidentiality or dealing with the
concerns you mentioned today?

A.3 Data Decision Makers
(1) To begin, let’s talk about electronic data collection, specifically the EMRs. EMRs allow

healthcare workers to collect patient information electronically and to store the health
information in a digital format.

(a) Are there elements of HIV-related health information that makes the data more sensitive?
(b) What are your concerns with data collection for EMRs in terms of patient confidentiality?

(i) Do your concerns for data collection differ by facility type?
(ii) Do your concerns differ by implementing partner?
(iii) Do your concerns differ on where the data is captured (facility vs. CBC setting)?

(2) Next, I would like to hear about your thoughts on data storage. When data is collected via
the EMRs, the system electronically stores the collected patient data in such a way that is
aimed to keep the data safe and protected.

(a) How do you think patient data is stored once the health worker inputs information into
the EMR?

(b) What are your concerns with EMRs data storage in terms of patient confidentiality?
(i) What vulnerabilities do you anticipate with electronic data storage?
(ii) What problems could occur if the data is not securely stored?

(3) Now, I would like to discuss your thoughts about electronic data transfer. EMRs at Lighthouse
can be shared and accessed between systems and organizations, such as the MoH. What
concerns do you have about electronic data transfer?

(a) What are your concerns with data transfer from Lighthouse to MoH?
(b) Do you have different concerns for other data transfers that are happening between other

facilities or clinic settings?
(4) Now, I want to talk about how the MoH uses data and protects patient confidentiality.
(a) In what format is the data that MoH receives?

(i) How is the data sent to MoH?
(ii) How does the MoH protect the data that is received?
(A) Is the protection of data different for aggregate and individual level data?
(B) Does the data contain personal information of the patients?
(C) How does the MoH protect identifiable information?
(D) How does the MoH protect HIV status or treatment information of patients?
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(b) How does the MoH use the data collected?
(i) Does the MoH allow other parties to access the data?
(A) In what format does the MoH send data?
(B) How is the data protected when it is sent?
(C) How do you guarantee that the recipient will ensure confidentiality?

(5) Currently, Lighthouse healthcare providers go off-site to collect patient data using a tablet.
This tablet does not transmit the data to EMR systems until the tablet is returned to the
facility. When the tablet is returned to Lighthouse, the data on the tablet is uploaded to
Lighthouse server. What concerns do you have with this current approach?

(a) How do you think security could be compromised with this current approach
(6) Lighthouse is introducing a new tablet-based app for electronic data collection using a

mobile phone. This is intended to be used for off-site data collection, so that the data can be
immediately transmitted to the EMR system when the data is collected.

(a) How do you expect the new app to minimize the concerns you have for the current data
collection approach?

(b) What are your concerns with the new app data collection in terms of the security of the
data?
(i) What security concerns do you have with the new app app that you don’t have with the

current data collection process?
(ii) What policy or practice would make you feel more comfortable with the new app data

collection?
(c) How should the healthcare providers use the new app to ensure data security?

(7) MoH policy ensures strict confidentiality protections. For example, there is a policy that the
data and data servers must remain within Malawi. What informed this policy?

(a) How does this policy protect patient data?
(b) What other policies or enforcement could improve data confidentiality?

(8) What do you wish Lighthouse to do to ensure the confidentiality of patients and electronic
data?

(a) How do you think the data should be stored to ensure data security?
(b) What protections or advances in data confidentiality could lead to more comfort with data

storage elsewhere, like in the cloud for example?
(9) We want to give you a chance to tell us any other concerns or opinions in the area of data

safety. What else would you like to tell us about data collection, storage, and management?
(10) Do you have any recommendations for improving data confidentiality or dealing with the

concerns you mentioned today?
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